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Border Security

Along with the provision of 
information security in the 
corporate environment, a huge role 

in the provision of social, corporate and 
personal security is played by the personal 
document control systems. Currently 
the development of personal documents 
is connected to biometric technologies. 
Documents which use biometric personal 
data are the focus of attention by public 
structures and various business spheres. 
These days biometric technologies are 
applied in the most important areas 
providing the maximum level of security.

GazIntech – the Russian group of companies 
providing comprehensive IT-services 
– has years of unique experience in the 
design, creation, implementation and 
maintenance of information management 
systems and also has developed solutions 
in the field of biometric technologies for 
personal identification particularly based 
on fingerprint and facial identification 
technology – ‘BioID’ Systems. The main 
part of these solutions is biometrical 
identity document which contains special 
format 2D barcode PDF-417 with owners' 
biometric data. Following the provisions and 
recommendations of ICAO 9303 standards 
biometrical identity document is machine 
readable two-sided plastic card or laminated 
paper document sized in ICAO ID-1 or ID-3 
formats. An important advantage of the 
system is low cost of BioID’s in contrast to 
documents with electronic chip. With these 
technologies, GazIntech offers ready-made 
integrated solutions for the production, 
record-keeping and control of identification 
documents with biometric parameters for a 
wide range of use.

GazIntech's experts have implemented a 
range of National projects on the creation 
and implementation of systems checking 
protected machine-readable documents 
supplemented with their owners' biometric 
data. One of these projects is the Russian 
Seafarers’ Identity Document Processing, 
Issuance and Control System which is 
made in accordance with Convention 185 
of the International Labor Organization. 
This System is hierarchical, geographically 
distributed, automated system which 
includes 28 seaport and river port facilities 
where seafarers' identity documents are 
registered, issued and controlled, as well 

Personal Document Control Solutions to 
improve Border and Territorial Security

as the main and reserve data processing 
centers, located in Moscow.

GazIntech has also developed the Special 
Passes Issuance and Control System for 
citizens of the Republic of Finland working 
in the part of the Saimaa Canal leased 
from Russia. System provides cross-border 
relations without visas between the Russian 
Federation and the Republic of Finland on 
the Saimaa Canal.

Our systems' sphere of application is 
not limited to the control of specialized 
biometric documents. We created hardware 
and software complexes for the passport and 
visa documents (PVDs) control. The new 
GazIntech’s solution – Automated Identity 
Document Control System ‘Sapsan’ – which 
provides control of any PVDs as well as 
new generation PVDs and ePassports with 
electronic chip and biometric personal data. 
Sapsan-system is designed to equip the 
State Border checkpoints of all types (sea, 
air, automobile, railway, pedestrian, and 
mixed). The system can also be installed at 
any facilities where PVD has to be checked 
promptly and accurately.

To easy and fast control of PVDs, Sapsan-
system incorporates the best achievements 
and features for gaining access to secure 
data such as Basic Access Control (BAC), 
Extended Access Control (EAC), microchip 
electronic digital signature integrity 
check, biometrical data check (2D face, 
fingerprints, etc.), protective elements 
control (visible, ultraviolet and infrared 
ranges), etc. Another key element of the 
Sapsan-system is operations with the special 
lists (system created or third-party lists). 
Data included in the list can be subject to 
preliminary processing in terms of their 
ranking by potential hazard or accuracy of 
documents. Then the information is used 
during the check itself. The system can also 

use a catalogue of PVD samples, and the 
operator will be able to see sample passports 
for the country of which the PVD owner 
under scrutiny is a citizen. New document 
samples are regularly added to the passport 
catalogue as soon as they become available.

The system is flexibly adjustable and can 
operate in different modes: preliminary 
control, distributed control, thorough 
control, information gathering, and any 
other modes as the Customer may require. 
These modes can be implemented as 
operator-staffed workstations, self-service or 
automated pre-control terminals. Sapsan-
system can be used both on the frontier 
of security and as an additional security 
frontier, for example, at an entrance to 
the control building to step up security 
measures. With all these benefits Sapsan-
system is installable at any facilities which 
require fast and accurate examination of 
PVDs to be done on site, such as airports, 
distributed guarded facilities and territories, 
border entry points and other checkpoints.

As of today, GazIntech is ready to be a 
reliable and strong Partner offering to the 
Customers multiple balanced approaches to 
creation, implementation and maintenance 
of the required information solutions all 
over the world. During the implementation 
of large national-scale projects, GazIntech 
achieves the maximum of its accumulated 
potential and provides a complex approach 
to dealing with challenges of a different 
level of complexity. This leads to much 
more effective implementation of new 
technologies. This approach was successfully 
utilized in a range of the company's 
important projects. For more information 
please visit: gazintech.ru/eng/

By Yury Kerekesh, Head of Marketing Department, GazIntech LLC
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